
Calculations &
REGULATORY AGENCIES &

Failure Modes



Accuracy, precision & resolution
Quantities can't be determined with absolute certainty. Measurement tools and systems 
have always sometolerance and disturbances that will introduce a degree of uncertainty. In 
addition, also the distinctiveness is a limiting factor.
The following terminology are often used in relation to the measurement uncertainty:
Accuracy: The error between the real and measured value.

Precision: The random spread of measured values around the average measured values.

Resolution: The smallest to be distinguished magnitude from the measured value.

Accuracy, Precision & Resolution :: Electronic Measurements 



Table 1 illustrates this point. Adding the voltages corresponding to each set bit in 0010 1100, we get:
.625 + .156 + .078 = .859 volts

Resolution can be improved by reducing the reference input. Changing that from 5V to 2.5V gives a 

resolution of2.5/256, or 9.7mV. However, the maximum voltage that can be measured is now 2.5V instead 

of 5V.



Paper How to Calculate Power Needs:

https://www.edn.com/efficient-powering-of-a-robot-swarm/

Efficient powering of a robot swarm

https://www.edn.com/efficient-powering-of-a-robot-swarm/
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Guide to the NEC 1979 ….
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Electrical Load Calculations FLORIDAEXAMPLE

150A or 200A PANEL AND DISCONNECT SWITCH 150A or 200A PANEL AND DISCONNECT SWITCH

1,779 Sq. Ft. at 3 VA per Sq. Ft. = 5,337 VA 2,200 Sq. Ft. at 3 VA per Sq. Ft. = 6,600 VA

2 ea. Appliance Circuits at 1,500 VA Ea. = 3,000 VA 2 ea. Appliance Circuits at 1,500 VA Ea. = 3,000 VA

Refrigerator = 500 VA Refrigerator = 500 VA

Dish Washer = 1,500 VA Dish Washer = 1,500 VA

Clothes Washer = 1,500 VA Clothes Washer = 1,500 VA

Clothes Dryer 5,000 VA Clothes Dryer 5,000 VA

Range = 5,000 VA Range = 5,000 VA

Tankless Water Heater = 28,000 VA Tankless Water Heater = 28,000 VA

Sub-Total = 49,837 VA Sub-Total = 51,100 VA

1 st 10,000 VA at 100% 10,000 VA 1 st 10,000 VA at 100% 10,000 VA

Remainder (39,837 VA) at 40% 15,935 VA Remainder (41,100 VA) at 40% 16,440 VA

Sub-Total 25,935 VA Sub-Total 26,440 VA

A/C # 1 at 100% 6,000 VA A/C # 1 at 100% 6,000 VA

TOTAL DEMAND LOAD AT RESIDENCE 31,935 / 230 V = 139 A TOTAL DEMAND LOAD AT RESIDENCE 32,440 / 230 V = 141 A

150A or 200A PANEL AND DISCONNECT SWITCH 200A PANEL AND DISCONNECT SWITCH

1,783 Sq. Ft. at 3 VA per Sq. Ft. = 5,349 VA 2,376 Sq. Ft. at 3 VA per Sq. Ft. = 7,128 VA

2 ea. Appliance Circuits at 1,500 VA Ea. = 3,000 VA 2 ea. Appliance Circuits at 1,500 VA Ea. = 3,000 VA

Refrigerator = 500 VA Refrigerator = 500 VA

Dish Washer = 1,500 VA Dish Washer = 1,500 VA

Clothes Washer = 1,500 VA Clothes Washer = 1,500 VA

Clothes Dryer 5,000 VA Clothes Dryer 5,000 VA

Range = 5,000 VA Range = 5,000 VA

Tankless Water Heater = 28,000 VA Tankless Water Heater = 28,000 VA

Sub-Total = 49,849 VA Sub-Total = 51,628 VA

1 st 10,000 VA at 100% 10,000 VA 1 st 10,000 VA at 100% 10,000 VA

Remainder (39,849 VA) at 40% 15,940 VA Remainder (41,628 VA) at 40% 16,651 VA
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3.1 A risk analysis shall be conducted to 

determine:
a) The set of risks; and

b) That the software addresses the identified risks.

3.2 The risk analysis shall be based on the safety requirements for the 

programmable component.

3.3 An analysis shall be conducted to identify the critical, non-critical, and 

supervisory sections of the

software.

3.4 An analysis shall be conducted to identify states or transitions that are 

capable of resulting in a risk.



6.1 A fault in the software shall not initiate an event that results in a risk.

6.2 The software shall maintain an RA state upon detection of a condition that is capable of resulting in

a risk as identified in Section 3, Risk Analysis.

6.3 Detection of a failure in the software during the intended operation of the product shall be handled in

a manner that is in accordance with the product safety requirements.

8 Measures To Address Microelectronic Hardware Failure Modes Page

8.1 Means shall be employed to address all microelectronic hardware failure modes identified by Section

3, Risk Analysis. Appendix A contains examples of acceptable measures for microelectronic hardware.



8.2 Physical failures of the following microelectronic hardware shall be considered:

a) CPU registers, instruction decoding and execution, program counter, addressing and data

paths;

b) Interrupt handling and execution;

c) Clock;

d) Non-volatile and volatile memory and memory addressing;

e) Internal data path and data addressing;

f) External communication and data, addressing, and timing;

g) Input/output devices such as analog I/O, D/A and A/D converters, and analog multiplexers;

h) Monitoring devices and comparitors; and

i) Application-Specific Integrated Circuits (ASICs), Gate Array Logics (GALs), Programmable

Logic Arrays (PLAs), and Programmable Gate Arrays (PGAs) hardware.

12.2 Software plan Page 23

12.2.1 A software plan shall be documented, which describes the software development activities.

12.2.2 The software plan shall include a description of the software design methodology, development

rationale, any metrics to be collected, applicable standards and the engineering methods/techniques

employed, and an itemized list of all documents produced throughout the software process.



IEC 60730 Safety Standard for Household Appliances

The IEC 60730 standard classifies appliance software into three categories:
• Class A - Control functions that are not intended to be relied upon for the equipment's safety such as humidity 

controls, lighting controls, timers, and switches.

• Class B - Control functions that are intended to prevent unsafe operation of the controlled equipment such as 

thermal cut-offs and door locks for laundry machines.

• Class C - Control functions that are intended to prevent special hazards. Examples are 

automatic burner controls and thermal cut-outs for closed, unvented water heater 

systems.



CPU registers can be monitored by using a periodic test routine that writes 

a 0xAA pattern followed by a 0x55 pattern to verify no register bits are stuck 

at a 1 or 0 state. 

A CPU program counter can be similarly tested with a 0x55/0xAA pattern by 

placing small routines at addresses 0x5555.. and 0xAAA.. that have return 

from subroutine instructions (RTS). The CPU should execute these routines 
and then examine the contents in the stack pointer 

Making Industrial Systems Safer Meeting the IEC 60730 standards 



We have developed a library of low-level software routines and hardware peripherals that simplify 

meeting IEC 60730 requirements for class B safety.



Components Covered by the Class B Safety Software Library

1                          CPU Registers                                Stuck

2                          Program Counter                           Stuck

3                         Interrupt handling and execution      No interrupts or too many interrupts

4                         Clock Frequency                               Clock failure or incorrect frequency



https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention

Embedded Control Systems Design/Failure modes and prevention

•1Introduction

•2Overview

•3Failure prevention

• 3.1Safety factors

• 3.2Failure mode and effects analysis

• 3.2.1Using FMEA when designing

• 3.2.2Risk Priority Numbers

• 3.3Anticipatory Failure Determination

• 3.3.1AFD-process

• 3.4Fault tree Analysis

•4Refer

https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Introduction
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Overview
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Failure_prevention
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Safety_factors
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Failure_mode_and_effects_analysis
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Using_FMEA_when_designing
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Risk_Priority_Numbers
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Anticipatory_Failure_Determination
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#AFD-process
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#Fault_tree_Analysis
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Failure_modes_and_prevention#References


Some examples of hardware failure modes:

•Electrical failure: short-circuiting, too high voltage/current

•Mechanical failure: jamming of a valve

•Temperature effects: deformation of components

•Material failure: corrosion

Some examples of software failure causes are:

•Deadlock: two or more processes are each waiting for the other to finish, so none of the processes 

ever finish.

•Resource starvation: a process doesn't get the resources it needs, so it can never finish.

•Too small memory

•Noise

•Shared interfaces with other systems

Some examples of hardware failure causes:

•Hostile environments: any factor which prevents a system from functioning correctly.

•Badly calibrated sensors

•Choosing the wrong dimensions

•Manufacturing/assembly process deficiencies

https://en.wikipedia.org/wiki/Deadlock
https://en.wikipedia.org/wiki/Resource_starvation
https://en.wikibooks.org/wiki/Embedded_Control_Systems_Design/Hostile_Environment

