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Deterring the smuggling of nuclear weapons in container freight is critical. Previous work has suggested that
such deterrence could be achieved by retaliation threats and partial inspection. However, pre-event declared

retaliation threats may not be credible, causing the desired deterrence not to be achieved. In this paper, we extend
and complement the work of Haphuriwat et al. (2011) to model credible retaliation threats in a three-stage
game, by introducing two additional decision variables and five additional parameters. Our results suggest that
noncredible retaliation could be at equilibrium when the reputation loss is low, the reward from the public
for retaliation is low, or the costs of retaliation are high. When the declared retaliations are noncredible, we
quantitatively show that a higher inspection level would be required to deter nuclear smuggling than would be
needed if retaliation threats are always credible. This paper provides additional quantitative insights on the
decision-making process for container screening to deter nuclear smuggling.
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1. Introduction
Recently, Haphuriwat et al. (2011) studied deterrence of
nuclear smuggling through both retaliation threats and
partial inspection. This topic is appealing since retalia-
tion has not been extensively studied in the literature
of defender–attacker games. However, Haphuriwat
et al. (2011) did not consider the costs of retaliation
and assume that the declared retaliation is credible (in
stage 1 of their two-stage game; see Figure 1 for the
detailed game tree) and committed after a smuggling
attempt (in stage 2 of their game). This assumption
might not always hold, especially when the (material
and political) costs of retaliation are extremely high.
The problem of making credible retaliation threats in
deterring nuclear smugglers is important because if
the declared threat is not credible, partial inspection
without considering retaliation credibility may not
achieve deterrent effects against nuclear smuggling
despite declared threats; that is, nuclear smugglers who
are threatened with retaliation from a declared threat

may not be deterred by partial inspection if they think
the threat is not credible. Therefore, it is critical to
evaluate the circumstances under which the defender’s
retaliation threat is credible and how the associated
players’ optimal decisions might change as a result.

To our knowledge, few researchers have studied the
credibility of retaliation threats in smuggling games
involving nuclear weapons. One notable exception is
Schelling (1984, Chapter 14), which studies nuclear
terrorism and deterrence. This paper contributes to
the literature of deterrence against nuclear smuggling
by studying the required conditions for both credible
and noncredible retaliation threats, and quantifying
the associated optimal levels of container inspection.
In particular, we extend and complement the work of
Haphuriwat et al. (2011) by modeling credible retalia-
tion threats in a three-stage game (where the defender
retaliate in stage 3), by introducing two additional
decision variables (whether to retaliate in stage 3 after
either a successful or foiled smuggling attempt) and
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five additional parameters (costs and rewards of retali-
ation and declaration cost). They are introduced and
discussed in detail in §2 along with detailed game trees
from both Haphuriwat et al. (2011) and the current
paper.

Research on deterrence can be traced back to the
Cold War. The credibility of retaliation for the period
of the Cold War has been extensively examined in the
game-theoretic literature (Schelling 1984, 2008). The clas-
sic entrant game for a monopoly market is a typical
example of noncredible threats (Kreps 1990). Dixit and
Nalebuff (1991) discuss credible threats as containing
two components: a plan of sequenced actions and
the commitment to make the threat credible. These
authors use game-theoretic reasoning to reach impor-
tant insights without formal mathematical analysis.
However, mathematical formalism could potentially
lead to more quantitative insights.

The effectiveness of the post-Cold War deterrence
policy against nuclear threats is under debate. Gold-
stein (2000) focuses on international relationships and
argues that nuclear deterrence is still a key compo-
nent of security policies of global superpowers and
an alternative for less powerful countries who have
concerns about more capable adversaries. However,
unlike the Cold War, when most critical infrastructures
in both the United States and the Soviet Union had
nowhere to hide after launching a nuclear attack, ter-
rorist groups such as Al Qaeda have no such concerns
(Allison 2005). By contrast, a number of researchers
argue that many terrorist groups might be deterred
by properly designed deterrence policies (Trager and
Zagorcheva 2006) due to the terrorists’ strategic nature.
(Marshall 2012, p. 821) states: “It’s now clear that many
terrorists are well-educated and seemingly rational.”
National Commission on Terrorist Attacks upon the
United States (2004, p. 383) concludes: “Our report
shows that the terrorists analyze defenses. They plan
accordingly.” Moreover, Haller (2013, p. vii) states:
“0 0 0 current adversaries may be deterred from the use of
nuclear weapons differently than were Cold War adver-
saries.” Therefore, those authors suggest that at least
some terrorists seem strategic and might be deterred.
Note that nuclear smuggling and attack need special
attention given their potentially severe consequences.

Although some terrorists, such as suicide bombers,
appear irrational and willing to die, they are probably

willing to sacrifice their lives for a greater cause and
thus still make strategic decisions. For example, (Knopf
2010, p. 13) discusses: “Colin Gray points out that,
despite the grandiosity of its objectives, Al Qaeda
‘functions strategically’ in trying to use its suicide
attacks to advance those objectives. As a result, ‘It can
be deterred by the fact and expectation of strategic
failure.’ ” Moreover, even though operating personnel
of terrorist activities are willing to die, terrorist group
leaders may be deterred by strategically designed
retaliation policies. When deciding whether to attempt
to smuggle nuclear weapons into the United States, the
smuggler would probably consider the possibility of
failure as well as the potentially high penalty cost.

On the other side, the United States does retaliate
against terrorist attacks. For example, on October 7,
2001 (about four weeks after the September 11 terrorist
attacks), the United States sent troops to Afghanistan
to attack Al Qaeda camps supported by the Taliban
regime of Afghanistan. “Bush said the action was taken
after the Taliban refused to meet several non-negotiable
American demands0 0 0 . ‘None of these demands was
met, and now, the Taliban will pay a price,’ he said”
(CNN 2001). Moreover, the constant hunting and final
killing of Al Qaeda’s leader Osama Bin Laden on May 1,
2011, is another example of retaliation (Miller 2011,
Helene 2011). We envision that any nuclear terrorist
attacks on U.S. soil would lead to severe retaliation
efforts by the United States.

A properly designed and declared retaliation policy
could inflict a potentially high penalty cost on a terrorist
group that is seeking a rogue state sponsor. There
are two main ways for terrorists to obtain nuclear
materials or weapons from a state sponsor: (a) a rogue
state willingly gives them to the terrorist group or
(b) the terrorist group steals them from a nation that
lacks secure methods protecting nuclear materials or
weapons. Levi (2004) suggests a declared retaliation
policy against the nation where the nuclear weapons
originate. With the rapid advance in technology, traces
of any debris from a nuclear attack could potentially
reveal its origin. Therefore, out of the fear of potentially
severe retaliation, the rogue state would make the
cost of a terrorist group seeking nuclear sponsorship
extremely high (such as increasing terrorist operating
costs by interdicting terrorist activities).
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Knopf (2010) discusses three categories of deterrent
approaches against terrorists, which are related to
the assumption about nuclear smugglers’ behavior in
the current paper. The first category is referred to as
“indirect deterrence,” where the retaliation targets are
not terrorists per se, but the terrorists’ state sponsor
or financier. The second category is “deterrence by
denial,” which translates to inspecting every incoming
container in border security. The full inspection level
is neither necessary nor economical, as discussed in
Wang and Zhuang (2011). That serves as one of the
motivations of this paper, that is, to study how to deter
the smuggling of nuclear weapons by partial inspection
and credible retaliation threats and what would happen
when credibility fails. In §3, we show that in some
cases, inspecting all containers is a requirement to deter
smuggling attempts, which is similar to “deterrence by
denial.” The third category is “punishing terrorists, by
threatening societal targets.” The key with the third
category is to identify appropriate societal targets to
effectively deter terrorists (Knopf 2010).

Decision analytical models have made significant
contributions to homeland security research. Within the
context of border security (e.g., container inspection),
Morton et al. (2007) study where to locate radiation
sensors to interdict the smuggling of nuclear materials.
Bakır (2008) uses decision trees to evaluate counter-
measures in cargo security. Merrick and McLay (2010)
study screening as a deterrence method using a non-
game-theoretic model. Bier and Haphuriwat (2011)
and Wang and Zhuang (2011) suggest that deterrence
could be achieved by partial inspection. Besides border
security, a portion of the limited amount of defensive
resources against an adaptive adversary is dedicated to
target hardening (Zhuang and Bier 2007). Choosing
optimal levels of defense for a given target requires
the understanding of the adversary’s objective, which
could contain multiple attributes (Keeney 2007, Keeney
and von Winterfeldt 2011, Wang and Bier 2011). Robust
(e.g., Nikoofal and Zhuang 2012), multiple-stage (where
only one player moves in each stage; e.g., Brown et al.
2006, Hausken and Zhuang 2011b), and multiple-period
(where both players move in each period; e.g., Hausken
and Zhuang 2011a, Zhuang et al. 2010, Jose and Zhuang
2013) games between attackers and defenders have
been studied.

The remainder of this paper is structured as follows:
§2 extends the game-theoretic model in Haphuriwat
et al. (2011) and compares the equilibrium strategies in
the two models. Section 3 illustrates the model with
the real data that are used in Haphuriwat et al. (2011).
Section 4 concludes and provides some future research
directions. The appendix provides the solution proce-
dure to the model, additional solution explanations, the
proofs for the propositions, and additional numerical
illustrations.

2. Extending the Model in Haphuriwat
et al. (2011)

2.1. Notation, Definition of Credible Retaliation,
and Assumptions

Haphuriwat et al. (2011) develop a two-stage nuclear
smuggling game, where the defender decides on
whether to declare retaliation and how many containers
to inspect in stage 1, and the smuggler decides on
whether to smuggle a nuclear weapon in stage 2 (see
Figure 1(a) for a detailed game tree). We extend the
model in Haphuriwat et al. (2011) to a three-stage
game by introducing two additional defender’s deci-
sion variables (whether to retaliate in stage 3, D′4s5,
where s is an indicator variable for the outcome of a
smuggling attempt and equals 1 if successful or 0 if
foiled) and five additional parameters (reward/cost
of retaliation, c4D11 s1D35, where s = 1 or 0 and D1

and D3 are the defender’s stage 1 and 3 declaration
or retaliation decisions, respectively, and retaliation
declaration cost e).

In particular, the defender’s stage 3 decision is
denoted by D′4s5 (where s = 1 or 0) when the defender
decides to retaliate after either a successful (s = 1) or
foiled (s = 0) attempt (see Figure 1(b) for a detailed
game tree and see the three-stage game described
in §2.3). Reward/cost of retaliation is represented by
c4111115, c4111105, c4110115, and c4110105. For example,
we have c4111105 as the cost of not retaliating in stage 3
after the defender declares retaliation in stage 1 and
the attempted smuggling was successful. All notation
(decision variables, parameters, variables, thresholds,
conditions, and required inspection levels) are listed
and explained in Table 1, including those that are used
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Table 1 Notation (Used in Haphuriwat et al. 2011 or Introduced in This Paper)

New variable and parameters

s Indicator variable: 1 if the smuggling attempt is successful, 0 otherwise

c4D11s1D35<0 Reward/cost to the defender if D1 and D3 is chosen for s

e > 0 Cost to the defender for declaring retaliation (including costs associated with deterrence research on the design and declaration of an effective
retaliation policy)

Decision variables in Haphuriwat et al. (2011)

n Number of containers to be inspected by the defender

D1 ≡ D4s5, defender’s stage 1 decision: 1 if the defender declares to retaliate after s, 0 otherwise

A4n1D11 D35 1 if the smuggler decides to smuggle nuclear bombs into the U.S. in the face of the defensive policy 4n1 D15, reasoning about the threat credibility,
0 otherwise

New decision variables

D3 ≡ D ′4s5= D34D11 s5, defender’s stage 3 decision: 1 if the defender retaliates after s, 0 otherwise. Note that the reward/cost of retaliation is a
function of D1.

Parameters in Haphuriwat et al. (2011)

N > 0 Total number of containers

m> 0 Number of nuclear bombs involved in a single smuggling attempt; we assume that m = 1 throughout the paper except in §2.5, and §A.7 of the
appendix, where we compare the solution with that in Haphuriwat et al. (2011)

v > 0 Expected damage if at least one nuclear weapon is successfully smuggled into the U.S.

d > 0 Cost to the defender of inspecting a container

a > 0 Cost of acquiring and smuggling a nuclear weapon

�> 0 Parameter reflecting economies of scale in acquiring multiple nuclear weapons; we assume that �= 1 throughout the paper except in §2.5, where
we compare the solution to the extended model with that in Haphuriwat et al. (2011)

p ∈ 60117 Conditional probability of successfully detecting a nuclear bomb, given inspection of a container that contains a bomb

r 4s5 > 0 Cost to the defender of retaliation after s

kA4s5≥ 0 Cost to the smuggler of retaliation after s

New thresholds and conditions

T1 > 0 ≡ 641 − pm54v − kA4155− pmkA4057/m; threshold 1 for a in Figures 2–3

T2 > 0 ≡ 4v − kA4155/m; threshold 2 for a in Figures 2–3

T3 > 0 ≡ v/m; threshold 3 for a in Figure 2

C1 > 0 ≡

{

d > pm v

N

}

; condition 1 in Figure 2

C2 > 0 ≡

{

d <
p4v − e5

N

(

1 −
ma+ kA405

v − kA415+ kA405

)−1/m}

; condition 2 in Figure 2

C3 > 0 ≡

{

d >
pe

N

(

1 −
ma

v

)−1/m}

; condition 3 in Figure 2

C4 > 0 ≡

{

dN

p
m

√

1 −
ma

v
< min

{

dN

p
m

√

1 −
ma

v − kA415
+ e1 v

}}

; condition 4 in Figure 2

C5 > 0 ≡

{

dN

p
m

√

1 −
ma

v − kA415
+ e < min

{

dN

p
m

√

1 −
ma

v
1 v

}}

; condition 5 in Figure 2

C6 > 0 ≡

{

dN

p
m

√

1 −
ma+ kA405
v + kA405

+ e <
dN

p
m

√

1 −
ma

v

}

; condition 6 in Figure 2

C7 > 0 ≡

{

d >
pv

N

(

1 −
ma

v

)−1/m}

; condition 7 in Figure 2
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Table 1 (Continued)

New required inspection level

n1 > 0 ≡
N

p
m

√

1 −
ma+ kA405

v − kA415+ kA405
; threshold 1 for n in Figures 2–3

n2 > 0 ≡
N

p
m

√

1 −
ma

v
; threshold 2 for n in Figure 2

n3 > 0 ≡
N

p
m

√

1 −
ma

v − kA415
; threshold 3 for n in Figure 2

n4 > 0 ≡
N

p
m

√

1 −
ma+ kA405
v + kA405

; threshold 4 for n in Figure 2

in Haphuriwat et al. (2011)1 and those that are newly
introduced in this paper.

We acknowledge that the effectiveness of retaliation
threats in deterring the smuggling of nuclear weapons
is controversial, as discussed in §1. In this paper, we
assume that retaliation against the smuggler itself or
the state supplier of the nuclear weapons would cause a
significantly high penalty cost in the smuggler’s utility
function (assuming retaliation against the state supplier
of the nuclear weapons would indirectly pose a heavy
toll on the smuggler, such as difficulty in terrorist
operations causing a significantly increased operating
cost). Furthermore, retaliation against terrorist group
leaders might have such an effect as well.

An alternative to a three-stage game, as studied in
this paper, is that when declaring retaliation threats, the
defender binds herself to retaliate using mechanisms
such as a trip wire in stage 1, and thus does not have
the option not to retaliate, which eliminates stage 3 of
the game. Note that the modeling framework developed
in this paper is general and is able to account for the
possibility of binding oneself to respond. Mechanisms
such as a trip wire could still be compatible with this
paper in the sense of being modeled as sufficiently high
cost of breaking the promise to retaliate (i.e., high levels
of c4111105 and c4110105) so that making noncredible
threats is never part of the defender’s equilibrium
strategy.

1 The notation used in Haphuriwat et al. (2011) has been modified.
In particular, we have D415, D405, D′415, and D′405 instead of DS , DF ,
D′

S , and D′

F ; r415, r405, kA415, and kA405 instead of Sd , Fd , Sa, and Fa;
and m, v, d, and a instead of M , V , Cd , and Ca, respectively.

Definition 1. A retaliation threat is credible if
one of the following three conditions is satisfied at
equilibrium:

(a) D415=D′415=D405=D′405= 1;
(b) D415=D′415= 1 and D405=D′405= 0;
(c) D415=D′415= 0 and D405=D′405= 1.

Remark 1. Case (a) corresponds to credible retali-
ation threats against both a successful and a foiled
smuggling attempt. Case (b) corresponds to a credible
threat against a successful smuggling attempt, but no
threat against a foiled smuggling attempt. Case (c) cor-
responds to a credible threat against a foiled smuggling
attempt, but no threat against a successful smuggling
attempt. If D415=D′415=D405=D′405= 0, the defender
does not declare retaliation and does not retaliate
against a successful or foiled smuggling attempt. If
D415 6=D′415 or D405 6=D′405, the retaliation threat is
not credible.

2.2. Comparing the Game Trees
Figure 1(a) depicts the game tree that is implicitly used
in Haphuriwat et al. (2011), where declared retaliation
is assumed to be carried out. Figure 1(b) presents an
extended game tree modeling credible threats, where
the defender first declares whether to retaliate and
chooses an inspection level, the smuggler then decides
whether to smuggle nuclear weapons, and, finally, the
defender decides whether to actually retaliate.

There are two main differences between the two
trees: First, the tree in Figure 1(a) depicts a two-stage
game with 12 terminal nodes where the defender
decides in stage 1 only, whereas the tree in Figure 1(b)
depicts a three-stage game with 20 terminal nodes
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Figure 1 Comparison Between (a) The Game Tree Implicitly Used in Haphuriwat et al. (2011), and (b) The Extended Game Tree Modeling Credible
Threats Introduced in This Paper

Smuggler

Smuggler

Smuggler

Smuggler

Success

Success

Success

SuccessA = 0

A = 0

A = 0

A = 0

A = 0

A = 0

A = 0

A = 1

A = 1

A = 1

A = 1

A = 1

A = 1

A = 1

A = 1

A = 0

Stage 1 Stage 2

Stage 1 Stage 2 Stage 3

(a) Game tree

(v + r(1) + nd; v – kA(1) – m�a)

(v + r(1) + nd; v – kA(1) – m�a)

(r(0) + nd; – kA(0) – m�a)

(r(0) + nd; kA(0) – m�a)

(v + nd; v – m�a)

(nd; – m�a)
(v + nd; v – m�a)

(nd; 0)

(nd; 0)

(nd; 0)

(nd; – m�a)

(0; 0)

D�(1) = 1; (v + r(1) + c(1, 1, 1) + nd + e;v – kA(1) – m�a)

D�(0) = 1; (r (0) + c(1, 0, 1) + nd + e; – kA(0) – m�a)

D�(0) = 1; (r (0) + nd + e; – kA(0) – m�a)

D�(1) = 0; (v + c(1, 1, 0) + nd + e;v – m�a) 

D�(1) = 0; (v + c(1, 1, 0) + nd + e;v – m�a) 

D�(1) = 0; (v + nd + e;v – m�a) 

D�(0) = 0; (c(1, 0, 0) + nd + e; – m�a)
(nd + e; 0) 

D�(0) = 0; (nd + e; – m�a)
(nd + e; 0)

D�(0) = 0; (c(1, 0, 0) + nd + e; – m�a)
(nd + e; 0)

D�(0) = 0; (nd; – m�a)
(nd; 0)

D�(0) = 1; (r(0) + c(1, 0, 1) nd + e; – kA(0) – m�a)

D�(1) = 1; (v + r(1), c(1, 1, 1) + nd + e;v – kA(1) – m�a)

D�(1) = 1; (v + r(1), + nd; v – kA(1) – m�a)

D�(0) = 1; (r(0) + nd; – kA(0) – m�a)
D�(1) = 0; (v + nd; v – m�a)

D�(1) = 1; (v + r(1) + nd + e;v – kA(1) – m�a)

Fail

Fail

Fail

Fail

Fail

Fail

Fail

Fail

Credible threat
Not-implemented threat
No threat

Credible threat

Not-implemented threat
No threat

Defender

Defender

Defender

Defender

Defender

Defender

Defender

Defender
Subgame IV

Subgame I

Subgame II

D
(1

) =
 1

, D
(0

) =
 1

D(1) = 1, D
(0) = 1

D(1) =
 1, D

(0) =
 0

D(1) = 1, D(0) = 0

D(1) = 0, D(0) = 1

D(1) = 0, D(0) = 1

D
(1) = 0, D

(0) = 0

D(1) = 0, D(0) = 0

Subgame III

(b) Extended game tree

Defender
chooses n

and declares
retaliation

Defender
chooses n

and declares
retaliation

Smuggler

Smuggler

Smuggler

Succe
ss

Succe
ss

Succe
ss

Succe
ss

Smuggler
Noncredible

Note. The expected costs for the defender and expected payoffs for the smuggler are listed in the order of (Defender; Smuggler).

where the defender decides in both stages 1 and 3.
Second, retaliation threats are assumed to be credible
in the game tree from Figure 1(a), and thus there
are six terminal nodes of credible threat (“�”), three
terminal nodes of not-implemented threat (“�”; no
smuggling attempt follows the declared retaliation, and
therefore the declared retaliation is not implemented),
and three terminal nodes of no threat (“4”). In contrast,
in Figure 1(b), there are six terminal nodes of credible
threat (“�”), six terminal nodes of noncredible threat

(“•”), three terminal nodes of not-implemented threats
(“�”), and five terminal nodes of no threat (“4”).

2.3. The Extended Model
In this section, we describe the extended model as illus-
trated in Figure 1(b). There are three stages of decision
making. In stage 1, the defender decides whether to
declare retaliation against a successful and/or foiled
smuggling attempt and how many containers to inspect.
In stage 2, the smuggler decides whether to attempt
smuggling nuclear weapons. Finally, in stage 3, the
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defender decides whether to launch actual retaliation
if either a successful or a foiled smuggling attempt
happens. Note that we focus on the case where m= 1
throughout this paper, except in §2.5 and §A.7 of
the appendix, where we compare the solution to the
extended model with that in Haphuriwat et al. (2011).

We assume that the defender’s objective in stage 1 is
to minimize the total expected losses, including loss
from a successful smuggling attempt, the retaliation
cost (either after a successful smuggling attempt or a
foiled smuggling attempt), the reward or reputation
loss (cost) from keeping or breaking the promise about
retaliation, the inspection cost, and the cost of retaliation
declaration:

Stage 1 min
D415∈801191D405∈801191n∈8110001N 9

{

[(

1−

(

np

N

)m)

· 4v+r415D̂′415+c4D415111D̂′41555
︸ ︷︷ ︸

6loss+retaliation cost+reward or reputation loss7

+

(

np

N

)m

4r405D̂′405+c4D405101D̂′40555
︸ ︷︷ ︸

6retaliation cost+reward or reputation loss7

]

Â4n1D11D35

+ nd
︸︷︷︸

6inspection cost7

+e61−41−D415541−D40557
︸ ︷︷ ︸

6declaration cost7

}

0

In stage 2, the smuggler chooses whether to smuggle
(using decision variable A ∈ 80119). This decision is
contingent upon the smuggler’s reasoning about the
defender’s decision in stage 3, to maximize the expected
loss minus possible retaliation cost and smuggling
cost; that is, if 41 − 44np5/N5m54v− kA415D34D11155−
44np5/N5mkA405D34D1105−ma> 0, the smuggler will
smuggle; otherwise, the smuggler will not smuggle.
Mathematically, we have:

Stage 2 max
A∈80119

[(

1−

(

np

N

)m)

4v−kA415D34D11155
︸ ︷︷ ︸

6loss+retaliation cost7

−

(

np

N

)m

kA405D34D1105
︸ ︷︷ ︸

6retaliation cost7

− ma
︸︷︷︸

6smuggling cost7

]

A0

Note that the smuggler’s decision (stage 2) is a
function of both what the defender will do (D′) and
what the defender said that he would do (D), since
the optimal defender’s response (stage 3) depends
upon the cost of responding (retaliation), which then

depends upon the defender’s previous public declara-
tions (stage 1). Mathematically, we have A4n1D11D35=

A4n1D11D34D11 s55=A4n1D15.
In Haphuriwat et al. (2011), the planned retaliation

is fully committed after a smuggling attempt, and thus
the smuggler’s decision in stage 2 is only a function
of the defender’s decision in stage 1. In this paper,
when the smuggler makes a decision of whether to
attempt to smuggle a nuclear weapon, the smuggler
takes into consideration the credibility of retaliation
threats.

In stage 3, the defender decides whether to retaliate
to minimize the retaliation cost minus reward (or plus
reputation loss) from keeping (or breaking) the promise
about retaliation:

Stage 3 min
D3∈80119

{

r4s5D3
︸ ︷︷ ︸

6retaliation cost7

+ c4D11 s1D35
︸ ︷︷ ︸

6reward or reputation loss7

}

1

where s = 1 or 0.

2.4. Solution to the Extended Model
We first solve the four subgames in Figure 1(b) sepa-
rately as documented in §A.1 of the appendix and then
solve the entire game using backward induction to get
the equilibrium solution, which prescribes the optimal
strategies and payoffs for all players (Mas-Colell et al.
1995). In particular, the optimal response of the defender
in s3 is as follows: D∗

34D15 = arg maxD3∈801196r4s5D3 +

c4D11 s1D3571 where s = 1 or 0. Recall that when the
credibility of the defender’s declared retaliation policy
(stage 1 decision) is considered, what the smuggler
thinks the response will actually be (D3) is also a function
of what the defender said it would be (D1).

With backward induction, we use the optimal
response of the defender in stage 3 to solve for the opti-
mal decision for the smuggler in stage 2. In particular,
we have:

Â4n1D15=

arg max
A∈80119

[(

1 −

(

np

N

)m)

4v− kA415D
∗

34D11155
︸ ︷︷ ︸

6loss + retaliation cost7

−

(

np

N

)m

· kA405D
∗

34D1105
︸ ︷︷ ︸

6retaliation cost7

− ma
︸︷︷︸

6smuggling cost7

]

A0

According to the values of r415 and r405, we divide
the parameter space into four regions as shown in
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Table 2 Conditions for Credible Threats

Conditions Region in Figure 2 Types of credible threat

r 415 < c4111105− c4111115, Region I (a), (b), and (c) in
r 405 < c4110105− c4110115 Definition 1
r 415 < c4111105− c4111115, Region II (b) in Definition 1
r 405≥ c4110105− c4110115
r 415≥ c4111105− c4111115, Region III (c) in Definition 1
r 405 < c4110105− c4110115

Figure 2, which presents the solution to the game tree in
Figure 1(b) using thresholds T1, T2, T3, n1, n2, n3, and n4

and conditions C1, C2, C3, C4, C5, C6, and C7 as defined
in Table 1. In particular, Regions I–IV of Figure 2
correspond to four events: (I) the costs of retaliation
against both successful and foiled attempts are less
than the lost reputation of not retaliating; (II) the cost
of retaliation against a successful attempt is less than
the lost reputation of not retaliating, whereas the cost
of retaliation against a foiled attempt is equal to or
more than the lost reputation of not retaliating; (III) the
cost of retaliation against a successful attempt is equal
to or more than the lost reputation of not retaliating,
whereas the cost of retaliation against a foiled attempt
is less than the lost reputation of not retaliating; and
(IV) the costs of retaliation against both successful
and foiled attempts are equal to or more than the
lost reputation of not retaliating. That is, Regions I–IV
correspond to (I) {r415 < c4111105− c4111115 and r405 <
c4110105− c4110115}, (II) {r415 < c4111105− c4111115
and r405≥ c4110105− c4110115}, (III) {r415≥ c4111105−
c4111115 and r405 < c4110105 − c4110115}, and (IV)
{r415≥ c4111105− c4111115, r405≥ c4110105− c4110115},
respectively.

Proposition 1. At equilibrium, we have credible threats
if one of the conditions in Table 2 holds.

Remark 2. Proposition 1 implies that when the costs
of retaliation (r4s5) are low, the reputation loss (c411 s105)
is high, or the reward from the public for retaliation
against a smuggling attempt (c411 s115) is high (more
negative), we have all three types of credible retaliation
threats as shown in Region I.2–I.3 of Figure 2 (type (a)
in I.2 and I.3; types (a), (b), and (c) in I.3). Since the
costs of retaliation to the defender are lower than the
reputation loss if the defender breaks the promise to
retaliate plus the reward from the public of keeping

the promise to retaliate, the defender will always
commit to retaliation after either a successful or foiled
smuggling attempt. As a result, we have all three
types of credible retaliation threats, depending on
the defender’s decision at s 1 (declaring retaliations
against a successful and/or foiled smuggling attempt).
When r4s5 < c411 s105 − c411 s115 for either s = 1 or
0 is not satisfied, we could have both credible and
noncredible retaliation threats at equilibrium, as shown
in Regions II.2–II.3 and III.2 of Figure 2. When r4s5 <

c411 s105− c411 s115 for both s = 1 and 0 is not satisfied
(retaliation is too costly or not worthy as compared to
reputation loss from breaking the promise to retaliate
or reward from keeping the promise to retaliate), there
does not exist any retaliation threat at equilibrium as
shown in Region IV.2 of Figure 2.

In addition, when the smuggling cost is moderate
(T1 < a≤ T2), a set of strategies of retaliation declaration
and inspection would effectively deter the smuggler,
as shown in Regions I.2, II.2, and III.2 of Figure 2.
In contrast, when the smuggling cost is relatively high
(T2 < a≤ T3), declared retaliation would be sufficiently
effective to deter the smuggling attempts, as shown
in Regions I.3 and II.3 of Figure 2. Section A.5 of the
appendix provides additional explanations to solutions
to Regions II–IV in Figure 2.

2.5. Comparing the Solution in Haphuriwat et al.
(2011) and That in This Paper

In this section, we compare the equilibrium solution
provided in Figure 2 with the solution provided in §3
of Haphuriwat et al. (2011), whose Figure 1 is adapted
in Figure 3.2 In Haphuriwat et al. (2011), there is one
condition (r4s5 < c411 s105− c411 s115 where s = 1 or 0)
where retaliation threats are credible, corresponding
to the left 75% of Region I of Figure 2 and illustrated
in Figure 3. In contrast, we have three additional
conditions corresponding to Regions II–IV of Figure 2,
respectively. In Regions II–IV of Figure 2, we have
both credible and noncredible threats at equilibrium,
and higher threshold inspection levels n would be
employed to deter the smuggler.

2 Recall that notation used in Figure 1 has been modified. In particular,
we have D415, D405, D′415, and D′405 instead of DS , DF , D′

S , and D′

F ;
r415, r405, kA415, and kA405 instead of Sd , Fd , Sa, and Fa; and m, v, d,
and a instead of M , V , Cd , and Ca, respectively.
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Figure 2 Solution to the Game Tree in Figure 1(b) Using Thresholds T1, T2, T3, and n1; Required Inspection Levels n2, n3, and n4; and Conditions C1, C2,
C3, C4, C5, C6, and C7 as Defined in Table 1
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In particular, although Regions I.1–I.3 in Figure 2
are similar to Cases 1–3 in Figure 3, there are two
main differences between Region I in Figure 2 and
Figure 3. First, there is an additional case (Region I.4
in Figure 2), when the smuggling cost is high (a > T3;
this refers to the condition that the cost of smug-
gling is higher than level T3, which is specified in
Table 1). In Region I.4, the defender does not desire
to declare retaliation or inspect any cargo since the
high smuggling cost alone will prevent the smuggler
from smuggling nuclear weapons, whereas in Fig-
ure 3 it is assumed that retaliation declaration is free
and therefore the defender would declare retaliation
at equilibrium. Second, if the inspection cost is low
(condition C3 does not hold), in Region I.3 of Figure 2,

a certain inspection level (n= min8N 1n29) in this model
can deter the smuggler, instead of declaring any retali-
ation as in Case 2 of Figures 3. In contrast, in Case 2 of
Figure 3 (T1 <a≤ T2), a paired strategy of retaliation
threats and inspection (n= min8N1n19) can deter the
smuggler only if the threat is credible. If the threat is
noncredible (r4s5 > c411 s105− c411 s115 for s = 1 or 0),
the smuggler will not be deterred even if the defender
inspects n= min8N1n19 containers. In this case, the
payoff of smuggling for the smuggler is v44m�a +

kA4055/4v−kA415+kA40555−kA40544v−kA415−m�a5/4v−

kA415+ kA40555−m�a if r415 > c4111105− c4111115, or
4v− kA415544m�a+ kA4055/4v− kA415+ kA40555−m�a if
(r405 > c4110105− c4110115), and both terms are greater
than zero (the smuggler’s payoff of not smuggling,
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Figure 3 Optimal Defender Strategies Adapted from Figure 1 of
Haphuriwat et al. (2011) Using Threshold T1, Required
Inspection Level n1, and Conditions C1, C2, and C3 as Defined
in Table 1

n N
n n

n

n

DD

D D

D � D �
D D

D � D�

D �

D �

D �

D

DF

T T a

Note. This is similar to the left 75% of Region I in Figure 2, except Region I.4,
where high cost of smuggling alone is sufficient in deterring the smuggler.

see Lemma 1 in §A.6 of the appendix). Therefore, a
smuggling attempt will happen since the defender
declares a noncredible retaliation.

Similarly, in Case 3 of Figure 3, a threat of retaliation
alone is sufficient in deterring smuggling assuming the
threat is credible. However, if the threat is noncredible
(r415 > c4111105− c4111115), the payoff of successfully
smuggling nuclear weapons is v−m�a, which could be
greater than 0 as long as a is not too large. Therefore, a
smuggling attempt could happen when the defender
declares a noncredible retaliation and does not inspect
any containers.

Proposition 2. At equilibrium, if the threats are non-
credible, the threshold inspection level to deter smuggling
(n∗) is higher than or equal to that if the threats are assumed
to be credible. In particular:

• When a < T1, there is no retaliation threat, and the
defender either inspects all the containers or none, depending
on inspection cost d.

• When T1 ≤ a < T2,
—threshold n2 (Region II.2 in Figure 2) ≥ threshold n1

(Region I.2 in Figure 2);
—threshold n3 (Region II.2 in Figure 2) ≥ threshold n1

(Region I.2 in Figure 2);
—threshold n4 (Region III.2 in Figure 2) ≥ threshold

n1 (Region I.2 in Figure 2).

• When T2 ≤ a < T3,
—threshold n4 (Regions III.2 in Figure 2) > 0

(Region I.3 in Figure 2).
• When a≥ T3, there is no retaliation and the defender

does not inspect any containers.

Remark 3. Proposition 2 implies that if the threats
to retaliate are noncredible, the defender must inspect
more or the same number of containers to deter the
smuggler. Proposition 2 is illustrated by the numerical
examples in §3.

There are three regions where both credible and
noncredible threats are at equilibrium: Regions II.2, II.3,
and III.2 in Figure 2. We use Region II.2 as an example.
The reason for noncredible threats at equilibrium is that
for both credible (D415=D′415= 1, D405=D′405= 0)
and noncredible (D415=D′415= 1, D405= 1, D′405= 0)
threats, when the defender declares retaliation threats,
which deter smuggling attempts together with inspect-
ing n3 containers, the payoff to the defender is the
summation of the inspection cost and the declaration
cost (including research cost on how to develop an
effective retaliatory policy) and does not differ between
credible and noncredible threats. Note that we do not
differentiate the declaration costs between successful
and foiled smuggling attempts. Therefore, as long as
the defender declares the retaliatory policy and inspects
the min8N1n39 containers, the smuggler is deterred,
and noncredible threats can be achieved at equilibrium
(the defender’s stage 3 decisions were not actually
made since the smuggling attempts would have been
deterred). This implies that with partial inspection and
retaliation threats, the smuggler would be deterred
even if the retaliation could be noncredible (and thus
never carried out).

2.6. Discussion
Game-theoretic models advise the defender regarding
the optimal inspection level together with appropriately
declared retaliatory policy to deter any smuggling
attempts. There is some criticism regarding the assump-
tions and applications of game theory. For example,
Axelrod (1997) states that the unrealistic assumptions
of game theory limit its applications, and Poundstone
(1992) criticizes game theory as a tool for predicting
human behavior. There are some trade-offs between
reality and solvability. Although we acknowledge
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the limitation of game-theoretic reasoning about the
strategic interactions between attackers and defenders,
game-theoretic analyses of terrorism have yielded many
important insights that cannot be obtained by non-
strategic analyses (see Sandler and Arce 2003, Cox 2009
and Hall 2009). Azad (2011) also comments: “Game
theory has found its best application in the develop-
ment of models of deterrence.” To derive meaningful
results, certain simplifying assumptions have to be
made. In addition, research on behavioral game theory
has been developed to address such comments by
combining game-theoretic modeling and experimental
approaches to make better predictions about human
behavior (Camerer 2003).

Furthermore, we acknowledge that the validity of
defender–attacker game-theoretic models relies on their
assumptions about the attacker’s behavior. Traditional
game-theoretic models based on the strong assumption
that players are perfectly rational do not give a per-
fect description of the attacker’s behavior and thus
would be limited in their predictive power. However,
defender–attacker games provide useful models to
study the strategic interactions between parties with
conflicting interests (e.g., Cavusoglu and Raghunathan
2004; Bier et al. 2008; Barrett 2010; Haphuriwat et al.
2011; Wang and Bier 2011; Sevillano et al. 2012; Shan
and Zhuang 2013a, c). Moreover, Yang et al. (2013)
recently developed a new set of Stackelberg security
games (which are successfully deployed in several
important real-world security domains) coping with
human attackers who are boundedly rational by incor-
porating prospect theory (Kahneman and Tversky 1979)
and a stochastic discrete choice model (Train 2003).
Similarly, McLay et al. (2012) established a level-k game-
theoretic model accounting for bounded rationality
using robust optimization methodologies. In addition,
Powell (2007), Hao et al. (2009), Shan and Zhuang
(2013b) examined the nonstrategic behavior of the
attacker with mathematical modeling. Using game
theory, this current paper still yields some insights
such as the finding that noncredible threats could be
found at equilibrium.

3. Illustration of the Extended Model
To illustrate our extended model, we use the parameter
estimates that are used in Haphuriwat et al. (2011), as
shown in Table 3.

Table 3 Parameter Estimates Used in Haphuriwat et al. (2011)

Parameter Estimated range Best estimate

N 10–16 million 12 million
m 1–5 1–5
v $500 billion–$10 trillion $3 trillion
d $20–$50 $30
a $2 million–$5 billion $500 million–$1 billion
kA415 $500 billion–$10 trillion $2.98 trillion
kA405 $0–$10 trillion $0 or $50 billion
p 0–1 0.5–1

Proposition 3. All five additional parameters that are
introduced in this paper (i.e., c4111115, c4111105, c4110115,
c4110105, and e) will only have an impact on whether
retaliation against successful or foiled smuggling attempts
is credible, and will not influence the exact number of
containers to inspect.

Remark 4. Proposition 3 implies that there is no
need to estimate more parameters than Haphuriwat
et al. (2011) when deciding how many containers to
inspect. Recall that the definitions of required inspection
levels do not contain the values of all five additional
parameters that are introduced in this paper (i.e.,
c4111115, c4111105, c4110115, c4110105, and e). When
the smuggler decides whether to smuggle, he compares
his payoffs of smuggling and not smuggling (i.e., 0),
which are functions of the inspection level (n) and
the defender’s decision (D′415 or D′405) in stage 3.
Whereas the binary decision variables D′415 or D′405
affect the payoff and decision of the smuggler, the five
additional parameters will only affect the defender’s
decision in stage 3. Therefore, those five additional
parameters will only have an impact on whether there
will be credible threats at equilibrium (as shown in
Proposition 1), but will not influence the exact number
of containers to inspect. Note that although the exact
number of containers to inspect for deterrence differs
depending on whether the retaliation threat is credible,
the formulas used to calculate the exact number do not
involve the five additional parameters. The insights
from the model could not be reached by intuition; for
example, the exact quantitative insights regarding the
required inspection level for deterrence if the retaliation
is not credible requires calculation.

Figures 4(a) and 5(a) are adapted from Figures 4 and 6
in Haphuriwat et al. (2011), using the same baseline
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Figure 4 Comparing Required Inspection Levels 4100%5 Adapted from Figure 4 of Haphuriwat et al. (2011) and Four Regions in Figure 2, Using the Same
Baseline Values with kA405= 0
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values. Figures 4(b)–4(e) and 5(b)–5(e) illustrate the
required inspection levels for Regions I–IV in Figure 2,
respectively. In particular, Figure 4 shows the required
inspection levels when facing a smuggler attempting
to smuggle in a single weapon with kA405= 0; Figure 5
shows the required inspection levels facing a smuggler
attempting to smuggle in more than one weapon with
kA405= $50 billion.

If retaliation after a successful smuggling attempt is
credible, the required inspection levels are the same
among panels (a)–(c) of Figure 4, respectively. In these
cases, partial inspection could successfully deter the
smuggling attempts under many circumstances. In con-
trast, when retaliation against a successful smuggling
attempt is not credible, a 100% level of inspection is
always required in Figure 4(d) and 4(e).

Similarly, if both types of retaliation are credible, the
required inspection levels are the same between panels
(a) and (b) of Figure 5. In particular, retaliation after a
foiled smuggling attempt significantly helps to achieve

deterrence with partial inspection. However, if either
of the two types of retaliation threats is not credible, a
level of 100% inspection is required in all parameter
ranges in Figure 5(c)–5(e). Section A.7 of the appendix
provides results for the case where m is greater than or
equal to 1.

4. Conclusion and Future Research
Directions

4.1. Conclusion
In this paper, we model the role of credible or noncred-
ible retaliation threats in deterring the smuggling of
nuclear weapons. Previous research suggests deterring
the smuggling of nuclear weapons by retaliation threats
and partial inspection. However, the credibility of such
threats might influence the deterrence effects, which
has not been extensively studied in the literature of
deterrence against nuclear smuggling. In this paper,
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Figure 5 Comparing Required Inspection Levels 4100%5 Adapted from Figure 6 of Haphuriwat et al. (2011) and Four Regions in Figure 2, Using the Same
Baseline Values with kA405= $50 Billion
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(a) Adapted from Figure 6
 in Haphuriwat et al. (2011)
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we contribute to the literature by extending Haphuri-
wat et al. (2011) and modeling a three-stage game to
study the credibility of retaliation threats and identify
the conditions required for the threats to be credible.
Specifically, our results show that credible retaliation
could be an equilibrium strategy when the penalty
from breaking the promise of retaliation (i.e., reputation
loss) is high, the reward from retaliation is high, or the
costs of retaliation are low. By contrast, noncredible
retaliation could be an equilibrium strategy when the
reputation loss is low, the reward from the public for
retaliation is low, or the costs of retaliation are high.

When the cost of retaliation to the smuggler against a
foiled smuggling attempt is low, deterrence with partial
inspection is difficult to achieve, even if the threat
to retaliate against a successful smuggling attempt is
credible. If the threat to retaliate against a successful
smuggling attempt is not credible, a higher inspection
level (e.g., 100%) would be required. In contrast, when
the cost of retaliation to the smuggler against a foiled

smuggling attempt is medium, deterrence through
partial inspection becomes much more feasible, espe-
cially if the smuggler only attempts to smuggle in one
weapon and the required inspection level becomes
significantly lower. Therefore, it would be beneficial
for the defender to declare retaliation against both a
successful and a foiled smuggling attempt. If retaliation
against either successful or foiled smuggling attempts
is not credible, a higher inspection level (e.g., 100%)
would be required.

4.2. Future Research Directions
In terms of future research directions, the strategic
interactions of inspection and smuggling are likely to
happen in a repeated game between the defender and
the smuggler, as discussed in §6.5 of Haphuriwat et al.
(2011). Both players can learn from the outcomes of the
previous periods and update their beliefs about some
uncertainties such as costs and benefits of smuggling
and/or retaliation. Retaliation benefits could come from
the reduced attacking capacity in the future periods
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(increased attack unit costs or decreased attack budget).
Considering discount factors in such multiperiod games
might also yield some additional insights about myopic
players. This paper focuses on how to deter smuggling
attempts of nuclear weapons with retaliation threats
and partial inspection in a one-period game, which
incorporates the temporal effects of the reputation
loss into the current payoff. The effects of retaliation
after a smuggling attempt could include deterring
future attacks, which could be studied with multiperiod
games.

Games of incomplete information can also be inves-
tigated in the context of container inspection. One
concern about deterring the smuggling of nuclear
weapons is that the cost of retaliation to the smuggler
may not be sufficiently high to achieve deterrence
effects. A Bayesian game, where the smuggler does
not know the payoff of the defender, can be studied.
In reality, as long as the terrorist believes that such cost
could be sufficiently high with some high probability,
such threats would be credible and thus could deter
the smuggler.

Signaling games could also be incorporated into
modeling credible retaliation in deterring smugglers.
As studied by Zhuang et al. (2010), deception could be
an equilibrium strategy for the defender over truthful
disclosure, especially when the smuggler is uncertain
about some of the defender’s attributes. In such cases,
we expect that signals of possible retaliation may not
always be credible, but could be part of equilibrium
strategies involving deception.

We acknowledge that there are some terrorist groups
who cannot be deterred by credible retaliation threats.
There might be two main reasons: (1) the severity of
retaliation is ignored by them, and (2) they intend to
give the government the impression of being unde-
terrable to get the government to give up any deterrence
efforts. Those two possibilities could be modeled by
modifying the payoff to the smuggler. For instance, to
model scenario (2), there would be a positive payoff
to the smuggler when the smuggling attempt occurs
given the defender declares a retaliation threat.

Another interesting extension is to consider the
damage caused by smuggled nuclear weapons to
be a function of the number of smuggled nuclear
weapons. In particular, if a couple of nuclear weapons
are detonated simultaneously in different cities, the

potential damage could be much more than separating
two nuclear attacks by time.
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Appendix

A.1. Solution to the Model as Specified in Figure 1(b)
In this section, we introduce two additional notation: UA

(the utility of the smuggler) and UD (the disutility of the
defender), which represent the total (expected) costs and
payoffs in the right part of the game tree in Figure 1(b).
We show the solution processes for Regions I.1, I.2, I.3, I.4,
II.1, II.2, II.3, III.1, III.2, III.3, III.4, IV.1, IV.2, and IV.3, all in
Figure 2.

• Region I.1 in Figure 2, where a≤ T1.
I.1.1. In Subgame I in Figure 1(b), D415= 1 and D405= 1.

Solving the Stage 3 game, we obtain that D′415= 1, D′405= 1.
In Stage 2, we obtain that UA = 61 − 44np5/N5m74v− kA4155−
44np5/N5mkA405 − m�a. In Stage 1, if n = N , UA > 0 and
UD = 41−pm54v+r415+c41111155−pm4r405+c41101155+Nd+e.
If n= 0, UA > 0 and UD = v+ r415+ c4111115+ e.

I.1.2. In Subgame II, D415 = 1, D405 = 0, D′415 = 1,
D′405= 0, and UA = 61 − 44np5/N 5m74v− kA4155−m�a. If n=N ,
UA > 0 and UD = 41−pm54v+ r415+c41111155+Nd+e. If n= 0,
UA > 0 and UD = v+ r415+ c4111115+ e.

I.1.3. In Subgame III, D415 = 0, D405 = 1, D′415 = 0,
D′405= 1, and UA = 61 − 44np5/N 5m7v− 44np5/N 5mkA405−m�a.
If n=N , UA > 0 and UD = 41 − pm5v+ pm4r405+ c41101155+
Nd+ e. If n= 0, UA > 0 and UD = v+ e.

I.1.4. In Subgame IV, D415 = 0, D405 = 0, D′415 = 0,
D′405= 0, and UA = 61 − 44np5/N 5m7v−m�a. If n=N , UA > 0
and UD = 41 − pm5v+Nd. If n= 0, UA > 0 and UD = v.

Comparing UD for n = N or 0 in all four subgames,
Subgame IV minimizes UD. Comparing UD for n = N or
0 in Subgame IV, if 41 − pm5v + Nd > v or, equivalently,
d > 4v/N5pm, the defender’s equilibrium strategy is n= 0,
D415=D405=D′415=D′405= 0, and payoff is v. Otherwise,
the equilibrium strategy is n = N , D415 = D405 = D′415 =

D′405= 0, and payoff is 41 − pm5v+Nd.
• Region I.2 in Figure 2, where T1 < a≤ T2.

I.2.1. In Subgame I, D′415 = 1, D′405 = 1, and UA =

61−44np5/N 5m74v−kA4155−44np5/N 5mkA405−m�a. To deter the
smuggler, the defender can choose n to make the smuggler
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indifferent between attacking and not attacking, or, equiva-
lently, UA = 0. So, if n= 4N/p561 − 4m�a+ kA4055/4v− kA415+
kA405571/m, UA = 0 and UD = 4N/p561 − 44m�a+ kA4055/4v−

kA415+ kA4055571/md+ e. If n= 0, UA > 0 and UD = v+ r415+
c4111115+ e.

I.2.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a. Similarly, to find optimal
n, we need UA = 0. If n= 4N/p561 − 4m�a5/4v− kA415571/m,
UA = 0 and UD = 4N/p561 − 44m�a5/4v− kA4155571/md+ e. If
n= 0, UA > 0 and UD = v+ r415+ c4111115+ e.

I.2.3. In Subgame III, D′415= 0, D′405= 1, and UA =

61− 44np5/N5m7v− 44np5/N5mkA405−m�a. Similarly, to find
optimal n, we need UA = 0. If n= 4N/p561 − 4m�a+ kA4055/
4v+kA405571/m, UA = 0 and UD = 4N/p561− 44m�a+kA4055/4v+

kA4055571/md+ e. If n= 0, UA > 0 and UD = v+ r415+ e.
I.2.4. In Subgame IV, D′415 = 0, D′405 = 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md. If n= 0, UA > 0 and UD = v.

Given n> 0, Subgame I gives the minimal UD = 4N/p561 −

44m�a + kA4055/4v − kA415 + kA4055571/md + e. Given n = 0,
Subgame IV gives the minimal UD = v. Comparing these
two optimal payoffs, if 4N/p561 − 44m�a+ kA4055/4v− kA415+
kA4055571/md+ e < v or, equivalently, d < 44p4v− e55/N541−

4m�a+kA4055/4v−kA415+kA40555−1/m, the equilibrium strategy
for the defender is to choose n= 4N/p561 − 4m�a+ kA4055/4v−

kA415+ kA405571/m, D415=D405=D′415=D′405= 1, and the
equilibrium payoff is 4N/p561 − 44m�a+ kA4055/4v− kA415+
kA4055571/md+ e. Otherwise, the equilibrium strategy for the
defender is to choose n= 0, D415=D405=D′415=D′405= 0,
and the equilibrium payoff is v.

• Region I.3 in Figure 2, where T2 < a≤ T3.
I.3.1. In Subgame I, D′415= 1, D′405= 1, and UA = 61 −

44np5/N 5m74v− kA4155− 44np5/N 5mkA405−m�a < 0. Therefore,
the optimal n= 0, UA < 0, and UD = e.

I.3.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

I.3.3. In Subgame III, D′415= 0, D′405= 1, and UA =

61− 44np5/N5m7v− 44np5/N5mkA405−m�a. Since we assume
that kA405 < kA415, the optimal n= 0, UA < 0, and UD = e.

I.3.4. In Subgame IV, D′415 = 0, D′405 = 0, and UA =

61− 44np5/N 5m7v−m�a. To find the optimal n, we need UA = 0.
If n = 4N/p561 − 4m�a5/v71/m, UA = 0 and UD = 4N/p561 −

44m�a5/v571/md. If n= 0, UA > 0 and UD = v.
We observe that given n = 0, Subgames I–III give the

minimal UD = e. Given n= 4N/p561 − 4m�a5/v71/m, Subgame
IV gives the minimal UD = 4N/p561− 44m�a5/v571/md. Com-
paring these two optimal payoffs, we note that if 4N/p561 −

44m�a5/v571/md < e or, equivalently, d < 44p4v− e55/N541 −

4m�a5/v5−1/m, the equilibrium strategy for the defender
is to choose n = 4N/p561 − 44m�a5/v571/md, D415 = D405 =

D′415=D′405= 0, and the equilibrium payoff is 4N/p561−

44m�a5/v571/md. Otherwise, the equilibrium strategy for the
defender is to choose n= 0, D415=D405=D′415=D′405= 1

or D415 = D405 = D′415 = 1, D′405 = 0 or D415 = D′415 = 0,
D405=D′405= 1, and the equilibrium payoff is e.

• Region I.4 in Figure 2, where a > T3.
I.4.1. In Subgame I, D′415= 1, D′405= 1, and UA = 61 −

44np5/N 5m74v− kA4155− 44np5/N 5mkA405−m�a < 0. Therefore,
the optimal n= 0, UA < 0, and UD = e.

I.4.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

I.4.3. In Subgame III, D′415= 0, D′405= 1, and UA =

61− 44np5/N5m7v− 44np5/N5mkA405−m�a. Since we assume
that kA405 < kA415, the optimal n= 0, UA < 0, and UD = e.

I.4.4. In Subgame IV, D′415 = 0, D′405 = 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = e.

We observe that the equilibrium strategy for the defender
is to choose n= 0, D415=D′415=D405=D′405= 0, UA < 0,
and UD = 0.

• Region II.1. This region is identical to Region I.1 of
Figure 2.

• Region II.2 in Figure 2, where T1 < a≤ T2.
II.2.1. In Subgame I, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a. To find the optimal n, we
need UA = 0. If n= 4N/p561− 4m�a5/4v−kA415571/m, UA = 0
and UD = 4N/p561 − 44m�a5/4v − kA4155571/md + e. If n = 0,
UA > 0 and UD = v+ r415+ c4111115+ e.

II.2.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61− 44np5/N 5m74v−kA4155−m�a. Similarly, to find the optimal
n, we need UA = 0. If n= 4N/p561 − 4m�a5/4v− kA415571/m,
UA = 0 and UD = 4N/p561 − 44m�a5/4v− kA4155571/md+ e. If
n= 0, UA > 0 and UD = v+ r415+ c4111115+ e.

II.2.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md+ e. If n= 0, UA > 0 and UD =

v+ r415+ e.
II.2.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md. If n= 0, UA > 0 and UD = v.

We observe that if

UD = 4N/p561 − 44m�a5/4v− kA415557
1/md

+ e < min84N/p561 − 44m�a5/v571/md1v91

the optimal n > 0, and Subgames I and II give the mini-
mal UD = 4N/p561− 44m�a5/4v−kA4155571/md+ e. Therefore,
the equilibrium strategy for the defender is to choose n=

4N/p561−4m�a5/4v−kA415571/m, D415=D405=D′415=D′405= 1
or D415=D′415= 1, D405=D′405= 0, and the equilibrium pay-
off is UD = 4N/p561 − 44m�a5/4v− kA4155571/md+ e. If UD =

4N/p561 − 44m�a5/v571/md + e < min84N/p561 − 44m�a5/4v−

kA4155571/md1v9, the optimal n> 0, and Subgame IV gives
the minimal UD = 4N/p561− 44m�a5/v571/md. Therefore, the
equilibrium strategy for the defender is to choose n =
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4N/p561− 4m�a5/v71/m, D415=D405=D′415=D′405= 0, and
the equilibrium payoff is UD = 4N/p561 − 44m�a5/v571/md+ e.
Otherwise, the optimal n = 0, and Subgame IV gives the
minimal UD = v. Therefore, the equilibrium strategy for the
defender is to choose n= 0, and the equilibrium payoff is
UD = v.

• Region II.3 in Figure 2, where T2 < a≤ T3.
II.3.1. In Subgame I, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

II.3.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

II.3.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v−m�a > 0. To find the optimal n, we need
UA = 0. If n = 4N/p561 − 4m�a5/v71/m, UA = 0 and UD =

4N/p561 − 44m�a5/v571/md. If n= 0, UA > 0 and UD = v.
II.3.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61− 44np5/N 5m7v−m�a. To find the optimal n, we need UA = 0.
If n = 4N/p561 − 4m�a5/v71/m, UA = 0 and UD = 4N/p561 −

44m�a5/v571/md. If n= 0, UA > 0 and UD = v.
We observe that if 4N/p561− 44m�a5/v571/md < e, the optimal

n= 4N/p561 − 4m�a5/v71/m, and Subgames III and IV give
the minimal UD = 4N/p561− 44m�a5/v571/md. Therefore, the
equilibrium strategy for the defender is D415= 1, D′415=

D405=D′405= 0. Otherwise, the optimal n= 0, and Subgames
I and II give the minimal UD = e. Therefore, the equilibrium
strategy for the defender is D415=D′415=D405=D′405= 1 or
D415=D′415= 1, D405=D′405= 0.

• Region II.4 in Figure 2, where a > T3.
II.4.1. In Subgame I, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

II.4.2. In Subgame II, D′415 = 1, D′405 = 0, and UA =

61 − 44np5/N5m74v− kA4155−m�a < 0. Therefore, the optimal
n= 0, UA < 0, and UD = e.

II.4.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = e.

II.4.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = 0.

We observe that the equilibrium strategy for the defender
is to choose n= 0, D415=D′415=D405=D′405= 0, UA < 0,
and UD = 0.

• Region III.1. This region is identical to Region I.1 of
Figure 2.

• Region III.2 in Figure 2, where T1 < a≤ T3.
III.2.1. In Subgame I, D′415 = 0, D′405 = 1, and UA =

61−44np5/N 5m7v−44np5/N 5MkA405−m�a. To find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a+kA4055/4v+kA405571/m,
UA = 0 and UD = 4N/p561− 44m�a+kA4055/4v+kA4055571/md+e.
If n= 0, UA > 0 and UD = v+ c4111105+ e.

III.2.2. In Subgame II, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,

we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md+ e. If n= 0, UA > 0 and UD =

v+ c4111115+ e.
III.2.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v−m�a. Similarly, to find the optimal n, we
need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and UD =

4N/p561 − 44m�a5/v571/md+ e. If n= 0, UA > 0 and UD = v+ e.
III.2.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md. If n= 0, UA > 0 and UD = v.

We observe that if 4N/p561 − 4m�a+ kA4055/4v+ kA405571/m ·

d + e < min84N/p561 − 44m�a5/v571/md1v9, the optimal n =

4N/p561− 4m�a5/4v−kA415571/m, and Subgame I (D415=D405=

D′415 = D′405 = 1 or D415 = D′415 = 1) gives the minimal
UD = 4N/p561 − 44m�a+ kA4055/4v+ kA4055571/md+ e. If

4N/p561 − 44m�a5/v571/md

< min84N/p561 − 44m�a+ kA4055/4v+ kA405557
1/md+ e1v91

the optimal n = 4N/p561 − 4m�a5/v71/m, and Subgame IV
(D415 = D405 = D′415 = D′405 = 0) gives the minimal UD =

4N/p561 − 44m�a+ kA4055/4v+ kA4055571/md. Otherwise, the
optimal n= 0, and Subgame IV (D415=D405=D′415=D′405=

0) gives the minimal UD = v.
• Region III.3 in Figure 2, where a≥ T3.

III.3.1. In Subgame I, D′415 = 0, D′405 = 1, and UA =

61 − 44np5/N5m7v− 44np5/N5MkA405−m�a < 0. Therefore, the
optimal n= 0, UA < 0, and UD = e.

III.3.2. In Subgame II, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = e.

III.3.3. In Subgame III, D′415= 0, D′405= 1, and UA =

61 − 44np5/N5m7v− 44np5/N5MkA405−m�a < 0. Therefore, the
optimal n= 0, UA < 0, and UD = e.

III.3.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = 0.

We observe that the equilibrium strategy for the defender
is to choose n= 0, D415=D′415=D405=D′405= 0, UA < 0,
and UD = 0.

• Region IV.1. This region is identical to Region I.1 of
Figure 2.

• Region IV.2 in Figure 2, where T1 < a≤ T3.
IV.2.1. In Subgame I, D′415 = 0, D′405 = 0, and UA =

61− 44np5/N 5m7v−m�a. To find the optimal n, we need UA = 0.
If n = 4N/p561 − 4m�a5/v71/m, UA = 0 and UD = 4N/p561 −

44m�a5/v571/md+ e. If n= 0, UA > 0 and UD = v+ c4111115+ e.
IV.2.2. In Subgame II, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md+ e. If n= 0, UA > 0 and UD =

v+ c4111105+ e.
IV.2.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v−m�a. Similarly, to find the optimal n, we
need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and UD =

4N/p561 − 44m�a5/v571/md+ e. If n= 0, UA > 0 and UD = v+ e.
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IV.2.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − m�a. Similarly, to find the optimal n,
we need UA = 0. If n= 4N/p561 − 4m�a5/v71/m, UA = 0 and
UD = 4N/p561 − 44m�a5/v571/md. If n= 0, UA > 0 and UD = v.

We observe that if 4N/p561 − 44m�a5/v571/md+ e < v, the
optimal n= 4N/p561 − 4m�a5/v71/m, and Subgame IV (D415=

D405=D′415=D′405= 0) gives the minimal UD = 4N/p561 −

44m�a5/v571/md+e. Otherwise, the optimal n= 0, and Subgame
IV (D415=D405=D′415=D′405= 0) gives the minimal UD = v.

• Region IV.3 in Figure 2, where a≥ T3.
IV.3.1. In Subgame I, D′415 = 0, D′405 = 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = e.

IV.3.2. In Subgame II, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = e.

IV.3.3. In Subgame III, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v − 44np5/N5mkA405−m�a < 0. Therefore, the
optimal n= 0, UA < 0, and UD = e.

IV.3.4. In Subgame IV, D′415= 0, D′405= 0, and UA =

61 − 44np5/N5m7v −m�a < 0. Therefore, the optimal n = 0,
UA < 0, and UD = 0.

We observe that the equilibrium strategy for the defender
is to choose n= 0, D415=D′415=D405=D′405= 0, UA < 0,
and UD = 0.

In summary, we verify that the results presented in Figure 2
solve the extended game model presented in Figure 1(b).

A.2. Proof of Proposition 1
As illustrated in Regions I–III of Figure 2, at some equilibri-
ums we have credible threats. When the defender makes a
decision in stage 3 in Figure 1(b), there are three possibilities
for retaliation:

• If r415 < c4111105 − c4111115 and r405 < c4110105 −

c4110115 (Region I of Figure 2), in Subgames I and II of Fig-
ure 1(b) the defender would choose D′415= 1 over D′415= 0
since r415 < c4111105− c4111115, and in Subgames I and III
the defender would choose D′405= 1 over D′405= 0 since
r405 < c4110105− c4110115. Therefore, at equilibrium, the
defender would choose D415=D′415= 1 and D405=D′405= 1
(type (a) credible retaliation in Definition 1), D415=D′415= 1
and D405=D′405= 0 (type (b) credible retaliation in Defi-
nition 1), or D415=D′415= 0 and D405=D′405= 1 (type (c)
credible retaliation in Definition 1).

• If r415 < c4111105 − c4111115 and r405 ≥ c4110105 −

c4110115 (Region II of Figure 2), in Subgames I and II of Fig-
ure 1(b) the defender would choose D′415= 1 over D′415= 0
since r415 < c4111105− c4111115, and in Subgames I and
III the defender would choose D′405 = 0 over D′405 = 1
since Fd ≥ c4110105− c4110115. Therefore, at equilibrium, the
defender would choose D415=D′415= 1 and D405=D′405= 0
(type (b) credible retaliation in Definition 1).

• If r415 ≥ c4111105 − c4111115 and r405 < c4110105 −

c4110115 (Region III of Figure 2), in Subgames I and II of Fig-
ure 1(b) the defender would choose D′415= 0 over D′415= 1

since r415≥ c4111105− c411111511, and in Subgames I and III
the defender would choose D′405= 1 over D′405= 0 since
r405 < c4110105− c4110115. Therefore, at equilibrium, the
defender would choose D415=D′415= 0 and D405=D′405= 1
(type (c) credible retaliation in Definition 1).

A.3. Proof of Proposition 2
Depending upon the value of smuggling cost (a), there are
four ranges separated by three thresholds (T1, T2, T3) shown
in Table 1. From Figure 2, differences among Regions I–IV
arise only when T1 < a≤ T3 holds. There are four cases:

Case a. When a < T1, the smuggler will always try to
smuggle nuclear weapons due to the low cost. Therefore, the
defender declares no retaliation threats and either inspects all
the containers or none depending on inspection cost (d) as
shown in Regions I.1–IV.1 of Figure 2. We conclude that when
a < T1, the threshold inspection level to deter smuggling
(n∗) if we have noncredible threats is equal to that we have
credible threats.

Case b. When T1 ≤ a < T2, Region I.2 of Figure 2 requires
inspecting min8N 1n19 containers, whereas Region II.2 requires
inspecting min8N1n29 or min8N1n39 containers, and Region
III.2 requires inspecting min8N1n49 containers. Note that
since the declared defender retaliation threats are always
noncredible in Region IV (r415≥ c4111105− c4111115 and
r405≥ c4110105− c4111115) and the declaration cost is not free
(e > 0), the defender will not declare retaliation threats at
equilibrium. We show that (a.1) n1 <n2, (a.2) n1 <n3, and
(a.3) n1 <n4 as follows.

(a.1) n1 ≤ n2 ⇐⇒ −4m�a+ kA4055/4v− kA415+ kA4055≤

−4m�a5/v ⇐⇒ 4m�a+kA4055/4v−kA415+kA4055≥ 4m�a5/v ⇐⇒

vm�a + vkA405 ≥ vm�a − kA415m�a + kA405m�a ⇐⇒

4kA415− kA4055m�a≥ −vkA405⇐⇒ a≥ 4−vkA4055/44kA415−
kA4055m�5. Since we assume that a > 0 and observe that
4−vkA4055/44kA415− kA4055m�5 < 0, the last inequality a >
4−vkA4055/44kA415− kA4055m�5 always holds, and thus n1 ≤ n2.

(a.2) n1 <n3 ⇐⇒ −4m�a+ kA4055/4v− kA415+ kA4055≤

−4m�a5/4v− kA4155⇐⇒ 4m�a+ kA4055/4v− kA415+ kA4055≥

4m�a5/4v−kA4155⇐⇒ vm�a+vkA405−kA415m�a−kA415kA405≥

vm�a− kA415m�a+ kA405m�a⇐⇒m�a≤ v− kA415⇐⇒ a≤

4v− kA4155/m�. Since T1 ≥ a< T2 = 4v− kA4155/m�, the last
inequality a < 4v− kA4155/m� always holds, and thus n1 <n3.

(a.3) n1 ≤ n4 ⇐⇒ −4m�a+ kA4055/4v− kA415+ kA4055≤

−4m�a+ kA4055/4v+ kA4055⇐⇒ 4m�a+ kA4055/4v− kA415+
kA4055 ≥ 4m�a + kA4055/4v + kA4055 ⇐⇒ vm�a + vkA405 +

kA405m�a+ kA4052 ≥ vm�a+ vkA405− kA415m�a− kA415kA405+
kA405m�a+ kA4052 ⇐⇒ 0 ≥ −kA415m�a− kA415kA405. Since we
assume that a> 0, m> 0, kA415 > 0, and kA405≥ 0, the last
inequality 0 ≥ −kA415m�a− kA415kA405 always holds, and
thus n1 ≤ n4.

Therefore, we conclude that when T1 ≤ a < T2, the threshold
inspection level to deter smuggling (n∗) if we have noncredi-
ble threats is higher than or equal to that if we have credible
threats.
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Case c. If T2 ≤ a < T3, Regions I and II in Figure 2 require
inspecting no containers when the defender declares retalia-
tion at equilibrium, whereas Region III requires inspecting
min8N1n49 containers when the defender declares retalia-
tion at equilibrium, and Region IV requires inspecting no
containers when the defender does not declare retaliation
(the defender always chooses not to declare retaliation in
Region IV). In other words, there are noncredible threats at
equilibrium in Regions II and III, and the required inspection
levels are 0 and n4, respectively. By definition of threshold
inspection level n4 in Table 1, n4 > 0. Therefore, we conclude
that when T2 ≤ a < T3, the threshold inspection level to deter
smuggling (n∗) is higher if we have noncredible threats than
if we have credible threats.

Case d. When a ≥ T3, the smuggler will not smuggle
nuclear weapons due to the high cost. Therefore, the defender
declares no retaliation threats, and the defender does not
inspect any containers as shown in Regions I.4–IV.4 of
Figure 2.

In summary, we conclude that at equilibrium, the threshold
inspection level to deter smuggling (n∗) if we have noncredi-
ble threats is higher than or equal to that if we have credible
threats.

A.4. Proof of Proposition 3
The defender may need to inspect a certain number of contain-
ers to deter the smuggler from smuggling nuclear weapons.
Depending upon the credibility of declared retaliation threats
and other conditions, the required inspection level could be
n1, n2, n3, or n4 as introduced in Table 1. However, none of
them involve the newly introduced parameters (c4111115,
c4111115, c4110115, c4110115, and e). Therefore, the newly
introduced parameters will not influence the defender’s
decision of how many containers to inspect to deter the
smuggling attempts.

A.5. Additional Explanations to Solutions for
Regions II–IV in Figure 2

The solutions in Regions II.1 and II.4 of Figure 2 are identical
to the ones in Regions I.1 and I.4, respectively. In Region II.2,
depending upon inspection cost d, declaration cost e, and
expected damage from a smuggled nuclear weapon v, the
defender has the following equilibrium strategy: (a) If d
is low (condition C4 holds), n= min8N1n29 is sufficient in
deterring smugglers so that there is no need to declare
retaliation (D415=D405=D′415=D′405= 0). (b) If d is medium
(condition C5 holds), n= min8N1n39 paired with credible
threat against a successful smuggling attempt (D415=D′415=

1) is sufficient for deterrence. Note that in this case we
have two equilibriums, where declared retaliation against
a foiled smuggling attempt is either credible or not. And
(c) if d is high (condition C7 holds), the defender would
rather suffer an expected damage (v) instead of attempting
to deter the smuggling. Region II.3 is similar to Region I.3
except that there is a noncredible threat at equilibrium
(D415=D′415= 11D405= 11D′405= 0).

The solutions in Regions III.1 and III.3 of Figure 2 are
identical to the ones in Regions I.1 and I.4. In Region III.2,
given inspection is effective (pm >kA415/v), if condition C5
holds, n= min8N1n49 paired with credible retaliation against
a foiled smuggling attempt can deter the smuggler. Note that
the retaliation against a successful smuggling attempt could
either be credible or noncredible. Otherwise, a higher level of
inspection (n= min8N 1n29) can deter smugglers so that there
is no need to declare any retaliations (D415=D′415=D405=

D′405= 0).
The solutions in Regions IV.1 and IV.3 of Figure 2 are

identical to the ones in Regions I.1 and I.4. In Region IV.2, if
condition C7 holds, n= 0, and there is no need to inspect
because of the high inspection cost. Otherwise, n= min8N 1n29
can deter the smuggler. In both situations, there is no need
to declare any retaliations (D415=D′415=D405=D′405= 0).

A.6. Lemma 1 and Proof
Lemma 1 demonstrates that a smuggling attempt will happen
if the defender declares a noncredible retaliation as shown
in §2.5.

Lemma 1. (a) v44m�a + kA4055/4v − kA415 + kA40555 −

kA40544v−kA415−m�a5/4v−kA415+kA40555−m�a > 0; (b) when
T1 ≤ a< T2, 4v− kA415544m�a+ kA4055/4v− kA415+ kA40555−
m�a > 0.

Proof. For part (a), we have v44m�a+ kA4055/4v− kA415+
kA40555− kA40544v− kA415−m�a5/4v− kA415+ kA40555−m�a=

4vm�a + vkA405 − vkA405 + kA415kA405 − kA4052 − vm�a +

kA415m�a − kA405m�a5/4v − kA415 + kA4055 = 4kA415kA405 +

kA415m�a5/4v−kA415+kA4055. Using the properties of v, kA415,
kA405, m, and � in Table 1 (i.e., v > kA415 > 0, kA405 > 0, m> 0,
and �> 0), we have 4kA415kA405+ kA415m�a5/4v− kA415+
kA4055 > 0, and thus v44m�a+ kA4055/4v− kA415+ kA40555−
kA40544v− kA415−m�a5/4v− kA415+ kA40555−m�a > 0.

Similarly, for part (b), we have 4v − kA415544m�a +

kA4055/4v − kA415 + kA40555 − m�a = 4vm�a + vkA405 −

kA415m�a− kA415kA405−vm�a+ kA415m�a− kA405m�a5/4v−

kA415+ kA4055= 4kA4054v− kA415−m�a55/4v− kA415+ kA4055.
Using the properties of v, kA415, kA405, m, and � in Table 1
(i.e., v > kA415 > 0, kA405≥ 0, m> 0, and �> 0) and the condi-
tion T1 ≤ a < T2, we have 4kA4054v−kA415−m�a55/4v−kA415+
kA4055 > 0, and thus v44m�a+ kA4055/4v− kA415+ kA40555−
kA40544v− kA415−m�a5/4v− kA415+ kA40555−m�a > 0.

A.7. When m Is Greater Than or Equal to 1
Figure A.1 compares required inspection levels (percentage)
in Figure 5 of Haphuriwat et al. (2011) and the four regions
in Figure 2 using the same baseline values with kA405= 0
and p = 009.

If retaliation after a successful attack is credible, the required
inspection levels are the same among Figure A.1(a)–(c).
In these cases, partial inspection could successfully deter
the smuggler under circumstances. In contrast, if retaliation
against a successful attack is not credible, a 100% level of
inspection is always required in Figure A.1, (d) and (e).
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Figure A.1 Comparing Required Inspection Levels 4%5 in Figure 5 of Haphuriwat et al. (2011) and Four Regions in Figure 2, Using the Same Baseline
Values with kA405= 0 and p = 009
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